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SIEM Security 
Solution for Goodhue 

County
Eddy Wyld 

IT Network Security Analyst

What is a SIEM?

Security Incident and Event Management

Software that gives organizations a bird's-eye-view of activity 
across their entire network so they can respond to threats before 
business is disrupted.

SIEM tools and services detect and block security threats with real-
time analysis.
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Who Mandates a SIEM solution?

BCA, FBI, NENA(National Emergency Number Association), IRS 1075

Our Selection Process

• Multiple Vendors were evaluated
• Vendors were graded across a multitude 

of features and functions
• Fortinet was selected

• Integrates with existing Fortinet 
Firewalls

• Satisfies BCA/FBI, IRS 1075, and 
NENA requirements

• UEBA – User Behavioral Analysis
• AI Driven – Artificial Intelligence

• Entered into 3-year contract with 
Fortinet utilizing ARPA funds

3

4



7/24/2023

3

USB 
Security Program for 

Goodhue County
Eddy Wyld 

IT Network Security Analyst

Have you ever picked up a 
free USB from a 
conference or event?

That USB drive could 
deliver viruses into your 
computer and infect your 
company’s network.

Reference: Cyber Readiness Starter Kit - Cybersecurity Awareness 
Workforce Training (cyberreadinessinstitute.org)
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• USB drives can be 
reprogrammed to 
spread malware across 
an entire network 
quickly. 

• Hackers will configure 
these drives to run a 
malicious program that 
installs malware, edits 
files, or locks down a 
computer. 

Reference: Are USB Drives Safe to Use in Your Organization? (networkcomputerpros.com)

• Because most USB 
drives are not 
encrypted, major 
problems can arise if 
they are lost or stolen. 

• Organizations that are 
subject to cybersecurity 
regulations must pay 
special attention to the 
use of USB drives 
because there may be 
rules in place that 
prohibit the storing and 
disseminating of data 
via external or 
unencrypted devices.

Reference: Are USB Drives Safe to Use in Your Organization? 
(networkcomputerpros.com)
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How to Protect Against the Dangers of USB Drives

 Control User Access
 Most operating systems control how a USB device functions when 

connected to a computer. This can allow the county to limit access to 
certain files like executable files or commonly infected files – such as 
PDFs and MS Office documents – that can cause significant damage.

 Leverage the Cloud
 Utilize Office365 to share files securely in the cloud

 Provide Encrypted USB Media
 Provide and monitor secured USB media to prevent data loss if 

devices are lost or stolen.

 Provide training to county staff on the secure use of USB media
 Utilize the county’s Information Security Awareness Training program 

to train staff on how to prevent malware infections and data loss 
through the secure use of USB media

Reference: Are USB Drives Safe to Use in Your Organization? (networkcomputerpros.com)

Criminal Justice Information Services, BCA, FBI – Item 5.8 MP-7 Media Use

NENA – National Emergency Number Association *Audit Failure Listed Below*

Who requires USB Blocking?
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John M. Smith 
IT Director 

Goodhue County 

509 W. 5th St. 

Red Wing, MN 55066 

Phone  (651) 385-3224 

 Fax  (651) 267-4870 

 

 

To:  Goodhue County Technology Committee 

From:  John M. Smith, IT Director 

Date:  July 27, 2023 

Subject: Technology Projects in 2023 

 

Projects Completed: 

1. Upgrade Pine Island and Wanamingo GCSO Offices 

2. Implement Information Security Awareness Program – ARPA Funding 

3. Assist Land Use Management with Cloud Based GIS Infrastructure 

4. Develop Policies for Website ADA Compliance – Move to Communications 

5. Relocation and Remodel of County Board Room 

 

Projects in Progress: 

1. Migrate to Tyler Property Tax System for Auditor/Treasurer Office 

2. Implementing Microsoft Office365 – Teams, OneDrive, SharePoint 

3. Assist Public Works with Lake Byllesby Park Pavilion Security 

4. Network Switch Upgrades – Carryover from 2022 

5. Implement Security Incident and Event Management (SIEM) – ARPA Funding  

6. Multi-Factor Authentication (MFA) for ALL network connections – ARPA Funding  

7. Update Support Agreements with County Police Departments 

8. Government Center remodel, phase 1 

 

Projects on Hold: 

1. Backup PSAP and Mobile PSAP for GCSO Dispatch 

2. Implementation and migration to .gov domain (GoodhueCountyMN.gov) 




